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1. Purpose 
 
This Policy establishes AYER Holdings Berhad and Group of Companies’s (“AYER”) commitment to 
ethical conduct, transparency, and accountability, and provides a structured mechanism for reporting 
improper conduct in accordance with the Whistleblower Protection Act 2010 (Act 711) (“WPA 2010”). 

 
2. Scope 

 
This policy applies to ALL employees of AYER. The protection under WPA 2010 may be granted 
when: 
a) The disclosure is made to an enforcement agency (as defined under the Act), or an authorised 

internal channel recognised by AYER; 
b) The disclosure is made in good faith; 
c) The whistleblower is not the person who participated in the improper conduct, unless making 

the disclosure under statutory conditions; and  
d) The information disclosed is not frivolous or malicious. 

 
3. Objective 

 
a) The Management is committed to high standards of ethical, integrity, moral and legal 

business conduct. In line with this commitment, this policy aims to provide an avenue for 

employees to raise concerns and reassurance that they will be protected from reprisals or 

victimization for whistleblowing. 

 
b) The primary purpose of this whistleblowing policy is to govern the reporting and handling of 

wrongdoing at AYER. This policy does not replace the Company grievances policy which 

will continue to be administered by the Group Human Resources Department. 

 
c) Wrongdoing shall mean, but not limited to, reporting of fraudulent financial information, 

actual or suspected fraud, misappropriation of monies, misrepresentation, conceal facts 

or information with intention to mislead, violation of laws and regulations, endangerment 

of employees or public health and safety, violation of Company's policies, taking or giving 

kickbacks, gratifications, bribes, favours, privileges, criminal offence and blackmailing. 

 
d) AYER upholds a zero-tolerance approach against all forms of bribery and corruption and 

takes a strong stance against such acts. All employees must not participate in any corrupt 

activity which are against the objective of this policy. 

 
4. Policy Statement and General Principles 

a) Any member of staff who has a reasonable belief that there is serious malpractice relating 

to any of the issues specified under item 2 above may raise the complaint or make a 

disclosure. 

 
b) All such complaint/disclosure must be raised without malice and in good faith, and the 

individual must reasonably believe that the information disclosed, and any allegations 

contained in it, are substantially true and have sufficient evidences. The 

complaint/disclosure must not be made for purposes of personal gain. 
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c) The Management will ensure that any staff who raises a complaint or makes a disclosure 

in such circumstances will not be penalized, will not suffer harassment or retaliation or suffer 

any adverse treatment for doing so. 

 

d) An employee who retaliates against someone who has reported a violation in good faith 
is subject to disciplinary action(s) up to and including termination of employment. 

 
e) However, a staff who does not act in good faith or makes an allegation without having 

reasonable grounds for believing it to be substantially true, or makes it for purposes of 

personal gain, or makes it maliciously or veraciously may be subject to disciplinary 

proceedings. 

 
f) In view of the confidentiality assured to the genuine complainant, the identity of the person 

raising the matter shall be kept confidential provided that this is compatible with a proper 

investigation. 

 
g) Anonymous complaints/disclosures may be reported, investigated or acted upon as deem 

fit, taking into account the seriousness of the issue raised, the credibility and evidence of 

the complaint, the prospects of being able to investigate the matter, and fairness to any 

individual mentioned in the complaint. 

 
5. Whistleblower Protection Principles 

AYER adopts the following statutory protection principles: 

a) Protection of identity   
▪ Identity of whistleblower shall be kept confidential, subject to limited statutory exceptions.  
▪ Disclosure of identity is prohibited unless required under law or with consent. 
 

b) Protection against detrimental action. No person shall subject a whistleblower to: 
▪ Dismissal, suspension, or demotion; 
▪ Intimidation, harassment, or discrimination; 
▪ Disciplinary action or retaliation; and 
▪ Any adverse employment or contractual consequence. 

 
c) Legal immunity (where applicable). A whistleblower who makes a protected disclosure shall 

be immune from: 
▪ Civil liability; 
▪ Criminal prosecution; and 
▪ Administrative action, in relation to the disclosure, provided it is made in accordance with 

WPA 2010. 
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6. Revocation of Protection 
 
a) Protection afforded to a whistleblower under this Policy and the Whistleblower Protection Act 

2010 (WPA 2010) is not absolute and may be revoked under certain circumstances as 
prescribed by law. Such revocation may occur where it is established that the disclosure was 
not made in good faith, including situations where the whistleblower knowingly provides false, 
misleading, or fabricated information, or acts with malicious intent to harm another individual or 
the organisation. Protection may also be withdrawn if the disclosure is deemed frivolous or lacks 
any reasonable basis. 

 
b) In addition, protection may be revoked where the whistleblower has participated in the improper 

conduct and fails to comply with the conditions set out under the WPA 2010, including the 
requirement to make a full and truthful disclosure to the relevant enforcement agency. Any 
attempt by the whistleblower to conceal material facts, mislead investigators, or obstruct the 
investigation process may also result in the loss of protection. 

 
c) Furthermore, protection may be withdrawn if the disclosure is made outside the prescribed 

reporting channels or to unauthorised parties in a manner that is inconsistent with the 
requirements of the WPA 2010, particularly where such disclosure compromises confidentiality 
or undermines due process. In such cases, the whistleblower may no longer be entitled to 
statutory protection, including confidentiality safeguards and immunity provisions. 

 
d) Where a determination is made to revoke protection, AYER will ensure that such decision is 

properly reviewed, documented, and approved at an appropriate level of authority, typically 
involving the Compliance Officer and escalation to the Audit Committee where necessary. The 
decision will be based on objective evidence and in accordance with applicable legal provisions 
to ensure fairness and consistency. 

 
7. Reporting Procedures 

 
a. The whistleblower should promptly report the matter or instance of wrongdoing to the 

Chairman of Audit Committee in writing. 

 
b. The report must be in writing supported by any evidence to ensure that there is a clear 

understanding about the concerns raised. The report should be sealed in an envelope sent 

marked with "Private and Confidential" and addressed to or email to: 

 
The Chairman Audit Committee 
AYER HOLDINGS BERHAD 

5th Floor, Bangunan Yee Seng 15, Jalan Raja Chulan 
50200 Kuala Lumpur 

 
Email Address: jeffrey.ng@ayer.com.my 

 
c. The Audit Committee shall be responsible for investigating, and making appropriate written 

recommendations to the Board of Directors, with respect to all reported concerns. 

 
d. The Audit Committee shall address all reported concerns. The Chairman of the Audit 

Committee shall immediately notify the Audit Committee and Head of Internal Audit of any 

such report in writing. 
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e. All whistleblowing reports received will undergo a preliminary review by the Compliance Officer 

or Head of Internal Audit to assess credibility and relevance. The purpose is to determine 

whether the disclosure falls within the scope of this Policy and qualifies for further investigation.  

 
f. The initial assessment will evaluate the completeness of information provided and the 

availability of supporting evidence. Consideration will also be given to the seriousness, potential 

impact, and risk exposure to AYER. 

 
g. Based on this assessment, the case will be prioritised and classified according to its severity 

level. Appropriate investigation ownership and escalation requirements will then be determined 

accordingly. 

h) The Chairman of the Audit Committee will notify the sender in writing and acknowledge 

receipt of the report within five (5) working days. It will not be possible to acknowledge 

receipt of anonymously submitted reports. 

 
i) All whistleblowing investigations shall be conducted with a high degree of independence and 

objectivity to ensure credibility, fairness, and integrity of the process. The function leading the 

investigation whether Internal Audit, Compliance, or an appointed investigation team must be 

free from any undue influence, conflict of interest, or operational responsibility over the matters 

under review. Individuals involved in the alleged misconduct, or those with close reporting lines 

or relationships to the implicated parties, shall not participate in or influence the investigation in 

any manner. 

 
j) For cases involving senior management, key decision-makers, or matters with significant 

financial, legal, or reputational implications, the investigation shall be escalated and overseen 

directly by the Audit Committee to preserve independence. Where necessary, AYER may 

appoint external independent parties such as forensic auditors, legal counsel, or other 

professional experts to conduct or support the investigation, particularly in complex or sensitive 

cases requiring specialised expertise. 

 
k) The Audit Committee has the authority to obtain outside legal counsel, accountants, private 

investigators, or any other resource deemed necessary to conduct a full and complete 

investigation of the allegations. 

 
Please refer to Investigation for Whistleblowing Report Procedure (Doc. Ref. No.: 

AYER/COMP/IWB-002) 
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8. Outcomes and Remedial Actions 

 

Appropriate and proportionate actions will be taken based on the findings, with due consideration to 

the severity, impact, and root cause of the misconduct. The outcome of each case shall be formally 

documented, including the investigation process, evidence reviewed, conclusions reached, and 

recommended actions. All decisions shall be supported by sufficient evidence and subject to 

appropriate levels of review and approval to ensure consistency and fairness. The remedial actions 

may include the following: 

 

a) Where allegations are substantiated, disciplinary actions may be imposed in accordance with 

the Human Resource policies and procedures. Such actions may range from formal warnings 

and suspension to termination of employment, depending on the seriousness of the misconduct. 

For vendors or contractors, appropriate contractual remedies may be enforced, including 

termination of contracts, blacklisting, or legal claims for breach. 

 

b) Recover any financial losses, assets, or damages arising from the misconduct. Where 

necessary, the Group may initiate civil proceedings or lodge reports with relevant enforcement 

agencies, such as the authorities responsible for anti-corruption or regulatory compliance, in line 

with legal and statutory obligations. 

 
c) Strengthening internal controls and preventing recurrence. This includes identifying root causes 

of the incident, addressing control gaps, enhancing policies and procedures, and implementing 

corrective and preventive measures. Relevant departments shall be responsible for 

implementing agreed action plans within specified timelines, which will be monitored by Internal 

Audit or Compliance for effectiveness and closure. 

 
d) Targeted training and awareness programmes to reinforce ethical standards and compliance 

requirements among employees. Lessons learned from whistleblowing cases may also be 

shared (in anonymised form) to promote a culture of transparency and continuous improvement. 

 
e) Action taken will include a follow-up in writing with the complainant for complete closure of the 

report. 
 

Please refer to Investigation for Whistleblowing Report Procedure (Doc. Ref. No.: AYER/COMP/IWB-
002) 
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